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ABSTRACT
We propose a robust watermarking method for still images that embeds the binary watermark into the detail
subbands of the image wavelet transform. The perceptually significant coefficients are selected for each subband using a different threshold. For greater invisibility
of the mark, the approximation subband is left unmodified. The watermark is embedded several times in each
subband to achieve robustness. We test the performance
against different types of attacks (lossy compression,
AWGN, scaling, cropping, intensity adjustment and filtering) and compare it with a frequency-based watermarking method.
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1. INTRODUCTION
In the last decade there has been an enormous growth in
the transmission of digital multimedia content over the
Internet. Illegal copies of movies, music and images
without quality loss have spread around the globe, leaving the copyright holders and the entertainment industry
with serious financial losses. Protection of multimedia
can be made through encryption and watermarking. Encryption makes the multimedia data unintelligible, therefore protecting it in transmission over insecure channels,
while watermarking embeds into the host data in some
invisible way a signal called watermark that is supposed
to identify the owner [1]. Proposed or actual watermarking applications are broadcast monitoring, owner identification, proof of ownership, transaction tracking, content authentication, copy control, and device control.
Important properties of an image watermarking system
include perceptual transparency, robustness, and data
hiding capacity [2]. The watermarking process should
not degrade the image significantly. Robustness is the
resistance of the mark against intentional or unintentional attacks like AWGN, filtering, lossy compression,
scaling, cropping [2-3]. Data hiding capacity refers to
the amount of information that can be embedded into the
original cover work without causing serious distortions.
There are several criteria that can be used to classify watermarking systems. Some of those are:

-

The selection of the locations where the mark is
embedded: using human visual models, or a randomly generated key,
The watermarking domain: spatial domain [4],
where the pixels are directly altered, or transform
domain. Popular transforms are the Discrete Cosine
Transform (DCT) [5], the Discrete Wavelet Transform (DWT) [6-11, 19], and the Discrete Fourier
Transform (DFT) [12] although recent papers propose use of the Fourier-Mellin Transform [13], the
Complex Wavelet Transform (CWT) [14], or
Ridgelet Transform [15],
Encoding of payload: using spread spectrum (SS)
techniques [5] and/or error correction codes (ECC)
[16, 17, 21],
Formation of the watermarked signal: additive [5]
or quantization-based [18, 19],
The watermark decoder: blind (the cover work is
not known at the decoder, only the secret key is
used), semi-blind (using the watermarked data and
the secret key) or non-blind (using the cover work
and the secret key).
This paper is organized as follows. Section 2 presents
some of the previous work. Section 3 describes the proposed non-blind watermarking system for images in the
wavelet domain, for copyright protection purposes. Section 4 contains simulation results. Finally we draw some
conclusions.
2. PREVIOUS WORK
Several papers deal with copyright protection for images. Most of these argue that the mark should be embedded in some transform domain selecting only perceptually significant coefficients (PSCs), because those are
the most likely to survive compression [5-8].
Cox et al [5] embed a continuous watermark in the largest 1000 DCT coefficients of the original image, except
the DC coefficient, thus spreading its energy on several
bins of frequency. Detection is made using the similarity
between the two watermarks.
Xia et al [6] insert several watermarks in the DWT domain in each detail image, except the approximation
subband, suggesting that the detection could be done hierarchically, computing crosscorrelations of the water-

mark and the difference between the two images for
each resolution level.
Other authors [7, 8] embed the watermark into perceptually significant coefficients for each subband of the
DWT using statistical properties of the human visual
system (HVS) and of the original image.
This paper proposes a technique that embeds the watermark into the wavelet domain, into perceptually significant coefficient using subband adaptive thresholding.
The watermark is embedded repeatedly into the detail
subbands, thus increasing the robustness of the method.
At the detector, we compute an average of the extracted
watermarks.

coefficient d s ,l ( m, n )

(HH, HL, LH respectively) and level l, is higher than a
threshold:

Ts ,l = ql max{d s ,l (m, n )},
m ,n

where

(1)

s ∈ {HH , LH , HL} and l ∈ {1,..., L}.

The value of the threshold is computed for every subband, depending on the wavelet coefficients from the
subband and on a parameter ql, different for each level.
The watermarked coefficient is given by

d sw,l (m, n ) = d s ,l (m, n )[1 + α ⋅ w(i)] ,

3. WATERMARKING IN THE DWT DOMAIN
In two-dimensional separable dyadic DWT, each level
of decomposition produces four bands of data, one corresponding to the low pass band (LL), and three other
corresponding to horizontal (HL), vertical (LH), and diagonal (HH) high pass bands. The decomposed image
shows a coarse approximation image in the lowest resolution low pass band, and three detail images in higher
bands. The low pass band can further be decomposed to
obtain another level of decomposition. This process is
continued until the desired number of levels determined
by the application is reached. Figure 1 shows three levels of decomposition.

from the respective subband s

(2)

where α is the embedding strength and w(i) is the watermark bit embedded at the location (m,n). The watermark is embedded repeatedly in each subband for a
higher degree of robustness. The watermarked image Xw
is computed with the IDWT from the new coefficients. It
is obvious that the higher the strength of the mark α, and
the lower the parameters ql are, the more robust yet
visible the watermark will be.
3.2. Detecting the watermark
The detection requires the original watermark and the
original image, or some significant vector extracted from
its wavelet transform, specifically in this case, the detail
coefficients with a value above the computed threshold
ˆ (i ) is obtained
for each subband. The watermark bit w
from the wavelet coefficient dˆ s ,l (m, n ) of the possibly
distorted image X̂
cient d s ,l (m, n ) :

w

, and the original wavelet coeffi-

⎛ dˆ s ,l (m, n ) − d s ,l (m, n ) ⎞
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⎟
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Figure 1: DWT decomposition with 3 levels.
Taking into account the fact that the HVS is not sensitive to small changes in high frequencies of the image,
but rather sensitive to changes affecting the smooth parts
of the image (the coarsest resolution level of the image),
we embed the same watermark several times into the
HH, HL and LH detail images, leaving the LL band unaffected.
3.1. Multiple embedding
Consider X the original gray-level image and the watermark W a pseudo random binary sequence, of length Nw
with w i ∈ − 1,1 . The image is decomposed into L
resolution levels using the DWT, thus obtaining for each
resolution level “l” three detail subbands HHl, HLl, LHl
and one approximation subband (last level) LLL. The
current watermark bit w(i) is embedded if the wavelet
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}

(3)

A random guess is made for the watermark bit in the location (m,n) if the two coefficients are equal or if
d s ,l (m, n ) = 0 . If the mark has been embedded in different locations several times, the most common bit
value is assigned for the recovered watermark bit. The
correlation coefficient compares the original and the extracted mark:

(

∑

)

c W , Wˆ =

(

Nw
i =1

w ( i )wˆ ( i )

∑ i=1 w2 ( i ) ⋅
Nw

)

[

∑ i =1 wˆ 2 ( i )
Nw

(4)

]

where c W , Wˆ ∈ −1,1 . If the correlation coefficient is above a specified threshold, the watermark is
positively detected in the image. We consider that if the
watermark length is large enough, setting the threshold

at 0.5 will not result in large probability of false negative.
4. SIMULATION RESULTS
We performed simulations using the test image Peppers,
size 256 x 256 (Fig. 2), and a 256-bits watermark. The
Daubechies 10pt wavelet was used to produce the wavelet coefficients. In all tests we used the following parameters: the number of resolution levels L = 3, the
level-dependent parameters q1=0.06, q2=0.04, q3=0.02.
We varied the strength of the watermark α = 0.1, 0.2 and
0.3. The extraction of the mark is made from all levels,
using a majority rule, (detector type I), and from the
coarsest level only, since the lowest frequencies are not
so affected by common signal distortions (detector type
II).
We compare the method presented with the spread
spectrum technique proposed by Cox et al in [5]. They
embed a random noise-like sequence into the largest
DCT coefficients of the original image, without affecting
the DC component, thus spreading the mark in different
bins of frequency:

v ′(i ) = v(i )(1 + βw(i ))

(5)

where v(i) is the DCT coefficient to be watermarked,
w(i) is the watermark bit, β is the embedding strength
and v’(i) is the watermarked coefficient. In the original
paper, the watermark is a pseudo random sequence of
type N (0 ,1 ) with the length of 1000 and the embedding strength is set at β = 0.1.
To make possible the comparison between our
method and theirs, we embed the same binary watermark
as in our case, and we use the same number of repetitions. The resulting images for Cox technique are visibly
distorted from the original ones, having the peak signalto-noise ratio (PSNR) around 25 dB, which is unacceptable. Setting the embedding strengths at β = 0.01, 0.02
and 0.03, the watermarked images with the Cox technique have comparable PSNR with those watermarked
with our method. There are three cases to be considered
separately: a) α = 0.1 and β = 0.01; b) α = 0.2 and β =
0.02; c) α = 0.3 and β = 0.03.
The original Peppers image and the watermarked images using both methods for the three different cases are
shown in Figures 2, 3 and 4. Human observers cannot
make a distinction between the original and the watermarked images. Also, Table 1 presents the values of the
peak signal-to-noise ratio for each watermarked image
(Peppers, Lena, Boat and Barbara) as a measure of the
distortions introduced by the watermark:
⎡
M ⋅ N ⋅ 2552
PSNR = 10 lg ⎢
⎢
X w (m, n) − X (m, n)
⎣ ∑ m,n

(

)

⎤
⎥
2
⎥
⎦

(6)

where M, N is the size of the image; X(m,n) and
Xw(m,n) are the pixels’ values for the original X and watermarked XW images, respectively.

To prove the robustness of our method, we investigate the effect of common signal distortions on the correlation coefficient between the original and the recovered mark and compare the performances of our method
with the results obtained using the method proposed by
Cox in [5]. We performed several attacks against the watermarked images median filtering, JPEG compression,
AWGN, JPEG2000 compression, resizing, scaling, intensity adjustment, cropping half of the image.
In Table 2, 3 and 4 we have the detector response for
the two compared methods, when the watermarked Peppers image is attacked by lossy compression (JPEG and
JPEG2000) with different compression rates; AWGN
with the signal-to-noise ratio 11.4 dB, rescaling to half
of the image, median filtering with filter size 3, intensity
adjustment, cropping, resizing. From the correlation values we see that our method works better than Cox’s
method for each attack with some exceptions when the
watermarks is undetectable in both cases (e.g. Table 2,
α=0.1 and β=0.01 for intensity adjustment). In fact the
results for the Cox method are much lower and fail to
detect the watermark in most attacks (JPEG compression
with compression rates higher than 10; cropping; scaling; median filtering; intensity adjustment; JPEG2000
compression with compression rates higher than 10).
Regarding our results, detector II yields in higher
performances in the case of lossy compression, median
filtering and scaling, whereas detector I has better results
in the case of AWGN attack.
In the cropping attack, the two types of detector
have the same results. In the case of intensity adjustment
the watermark is positively detected by both detectors (I
and II) only for the strength of α = 0.3.
The detector responses obtained for the images compressed with JPEG2000 are much higher than of those
compressed with JPEG, thus proving the robustness of
the watermark embedded in the DWT domain.
Generally speaking, the higher the embedding
strength is, the better the performances are. However,
since there is a tradeoff between robustness and invisibility, the strength should be restricted to a value of
α=0.2.
5. CONCLUSION
We proposed a robust wavelet-based watermarking
method that embeds the mark in coefficients selected in
such a manner that the two images are practically indistinguishable by a human observer. By embedding the
watermark bits into the edges and textures of the image
we make use of the properties of the human visual system. One can see that by setting the watermark noise
level at the same value, the performances obtained with
our method works better than the method proposed in
[5]. We have proposed two types of detectors. The positive detection of a watermark should be made after
evaluation of both responses.
Future work should concentrate into better use of the
HVS and statistical image properties as well as coding
the watermark bits.
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Figure 2: Original image

(a) α =0.1, PSNR=45.54 dB

(b) α = 0.2, PSNR=40.28 dB

(c) α = 0.3, PSNR=36.94 dB

Figure 3: Watermarked images using the proposed method, for different embedding strengths α, with the respective resulting PSNR as a measure of the distortion introduced by the watermark.

(a) β=0.01, PSNR=45.75 dB

(b) β=0.02, PSNR = 39.73dB

(c) β=0.03, PSNR = 36.21dB

Figure 4: Watermarked images using the SS method from [5], for different embedding strengths β, with the respective resulting PSNR as a measure of the distortion introduced by the watermark.
Table 1. Values of PSNR [dB] for watermarked images
Proposed method
Cox’s method

Method
Image

Peppers
Lena
Boat
Barbara

α=0.1

α=0.2

α=0.3

45.54
45.39
44.35
44.18

40.28
40.12
38.86
38.7

36.94
36.77
35.45
35.27

β=0.01

β=0.02

β=0.03

45.75
47.19
45.35
46.44

39.73
41.17
39.33
40.42

36.21
37.65
35.81
36.90

Table 2. Detector response for distorted watermarked images
Method
Attack
JPEG, Q=75 (CR=5.5)
JPEG, Q=50 (CR=8.3)
JPEG, Q=25 (CR=12.8)
JPEG, Q=20 (CR=15)
Crop, 1/2
AWGN, SNR=11.4dB
Scaling 256->128->256
Median filtering, 3
Intensity adjustment
JPEG2000, CR = 5
JPEG2000, CR = 10
JPEG2000, CR = 15
JPEG2000, CR = 20
JPEG2000, CR = 25

Proposed method, α=0.1
Type I detector

Type II detector

0.78
0.50
0.16
0.09
0.30
0.55
0
0.02
0
0.96
0.20
0.03
0
0

0.98
0.92
0.65
0.54
0.34
0.36
0.14
0.60
0.03
0.89
0.66
0.43
0.32
0.27

Cox’s method,
β=0.01
0.59
0.35
0.04
0
0
0.12
0
0
0
0.47
0.14
0.03
0
0

Table 3. Detector response for distorted watermarked images
Method
Attack
JPEG, Q = 75 (CR=5.5)
JPEG, Q = 50 (CR=8.3)
JPEG, Q = 25 (CR=12.8)
JPEG, Q = 20 (CR=15)
Crop, 1/2
AWGN, SNR=11.4dB
Scaling 256->128->256
Median filtering, size 3
Intensity adjustment
JPEG2000, CR = 5
JPEG2000, CR = 10
JPEG2000, CR = 15
JPEG2000, CR = 20
JPEG2000, CR = 25

Proposed method, α=0.2
Type I detector

Type II detector

0.97
0.71
0.32
0.21
0.42
0.86
0.08
0.13
0
0.99
0.56
0.24
0
0

0.99
0.97
0.80
0.78
0.40
0.78
0.52
0.82
0.22
0.98
0.93
0.78
0.59
0.51

Cox’s method,
β=0.02
0.89
0.56
0.11
0.03
0.007
0.38
0
0
0
0.85
0.24
0.04
0.01
0

Table 4. Detector response for distorted watermarked images
Method
Attack
JPEG, Q = 75 (CR=5.5)
JPEG, Q = 50 (CR=8.3)
JPEG, Q = 25 (CR=12.8)
JPEG, Q = 20 (CR=15)
Crop, 1/2
AWGN, SNR=11.4dB
Scaling 256->128->256
Median filtering, size 3
Intensity adjustment
JPEG2000, CR = 5
JPEG2000, CR = 10
JPEG2000, CR = 15
JPEG2000, CR = 20
JPEG2000, CR = 25

Proposed method, α=0.3
Type I detector

Type II detector

0.99
0.85
0.40
0.25
0.44
0.89
0.015
0.25
1
1
0.67
0.35
0.12
0.07

1
1
0.89
0.89
0.45
0.78
0.53
0.96
0.95
0.99
0.97
0.84
0.71
0.66

Cox’s method,
β=0.03

0.99
0.67
0.18
0.09
0
0.39
0
0
0
0.92
0.34
0.10
0.01
0

